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Abstract t

This paper introduces an efficient image identifma d
method designed to be robust to various image neatiibns
such as scaling, rotation, compression, flip aneygscale 0
conversion. Our method uses trace transform taetxq 1D <
representation of an image, from which a binaryngtris Figure 1 The trace transform projects lines overithage.
extracted using a Fourier transform. Multiple comgat The lines are parameterised by the afighad distance d.
descriptors are extracted and combined to boost the
robustness of the identifier.. Experimental evatmatwas Watermarking embeds a signal into the image in rotdat
carried out on a set of over 60,000 unique images @ne tampering can be detected. Watermarks can be diidegp
billion image pairs. Results show detection ratewdr 92% statistical analysis so an image identifier is stmes used as
at false-positive rate below 1 per million, with teleing part of the watermarking scheme. Authenticationesuds
speed exceeding 4 million images per second. rely on transmitting some information along witte thmage
which allows verification of the originality of thenage. The

) authentication information may be an encrypted ieag

1 Introduction signature. One of the biggest disadvantages ioti@tan not

. . .__search for images which were not watermarked, ibat
Large numbers of image databases now exist thalalcongg 99% of the content

multiple modified versions of the same image. Artrexe
example of this is the large number of modified éwen
identical) versions of images on the web. Thera i®ed to
develop tools that will enable the identificatiohall of the
original and modified versions of the same imagEsese

tools can be used in app_llcatlons such as datab%@%ture point based methods have the undesirable

c_iequphcatlon (bOth co_n_1me_rC|aI and consumer), QUG acteristic that they have high complexity immte of

linking and content identification. searching. This is a result of the need to compélrgoints
from one image with all point in another image[7].

Work in the area of image identifiers can be brpattssified
into three approaches by there support regiomcialifeature
point based , ii) region based and iii) global.

A typical approach involves extracting an identifibat in
some way captures the features of the image. Téwtifibr
must be robust to common image processing modiicsit
such as rotation, scaling, greyscale conversiompcession,
blur and Gaussian noise. Other requirements are thea
descriptor should be compact, it should not be eswely o form particularly poorly in the presence of digant
expensive for extraction and it must allow veryt searching. rotation[4].

Image identifiers are also known by the terms image

hashes|[6], image signatures[1] and image fingetgiBh

Whilst region-based approaches overcome some of the
complexity problems associated with feature-based
approaches they suffer from a lack of invariance to
geometrical transformations. Region-based appr@ache

Global support region methods have shown some grini

Th | h lated 1o i ificati terms of search complexity and robustness. One s&thod
ere are several areas that are related to ind@géification. oy niits the invariant properties of the Fourieriiie

,g\.l;fhough'thehse. areas are all _rrilat?_d they E"}re_ias‘.mme""transform[l]. Whilst this method shows some inténes
literent In their requirements. The first, Imageni&rity, g its it uses principal components analysis ose@ of

involves looking fo; |mages| that "’EFE percleptualtynlar_m'l training images which leads to the signature beegific to
some sense (such as colour). e solution to Slm'aaparticular dataset.

matching can be more relaxed about the resultsneduin
terms of the false acceptance.
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Figure 2 Lena (a) and a Trace transform of Lena (b)
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Figure 3 Circus functions resulting from applyinffetent
diametrical functionals.

A number of methods based on line projection ingesahave
been proposed. In [6] lines are projected througbeatre
point in the image to form a 180 sample featuregoredhe
DCT components of the feature vector are taken thed
gquantised to form an identifier. Matching is cadri@ut using
a peak cross-correlation method. The concept ofralgéal

and distance d (as shown in Figure 1) then theiroamits
Radon transform of an imagé(X, y) can be expressed as

r(d,o) = jjf(x, y) d(xcosd + ysind —d)dxdy,

1)

2 2
where gt roy and ¢ is the delta function. The
Radon transform can be generalised to the recdetigloped
trace transform [2]. Rather than limiting the opiemra over
the lines to integration, the Trace transform agplia
functional over the line. The functional may be itmggral, in
which case it reduces to the Radon transform.

The result of applying a Trace transform is a 2Bcfion (see
Figure 2 for an example). A further functional céwen be
applied to the columns of the Trace transform teeg 1D
function of the angl®. This second functional is known as
the diametrical functional and the resulting fuontis known
as the circus function. Two different diametricate applied
to obtain the circus functions in Figure 3. Thepaxies of
the circus function can be controlled by approprieloices
of the two different functionals (trace and diariueth).

For rotation, scaling & (cyclic) translation it cdre shown
that [2] with a suitable choice of functionals tle&cus
function c(a) of image a is only ever a shiftedsoaled (in

projections is similar to a method based on the odRadamplitude) version of the circus function c(a’)tbé modified

transform [8]. The Radon transform of the imagtalen and
then a number of steps including a 2D FFT are pewd to
extract a 2D 20x20 binary identifier for an image.

Our approach is similar to [8], however there aewesal
significant and beneficial differences. We use tinere
general Trace transform, rather than the Radonsfiam,
allowing multiple component identifiers to be extred. Also
the intermediate steps are less computationallyateing,
the 2D FFT is no longer necessary and a 1D FFTbeamsed.
Lastly, the method presented here uses fewer bitsthe
image identifier which results in lower storage uiegments
and faster searching.

An introduction to the trace transform, its propeytand its
relationship to other well known transforms (Houghd

Radon) are given in Section 2. The method of etitrgdhe

binary string is described in Section 3. Sectigprdsents the
experimental results and then conclusions and smess of
further work are described in Section 5.

2 Trace Transform

The Hough transform and its generalisation, the drRad

transform are both well known for their uses in g®ma
processing. The Radon transform integrates ovepaskible
lines in an image. If the line is parameterisedtims angled

image a’

c(@’) =«c(a-6) @)

Figure 4 shows an example of how the circus fundto
shifted when the image is rotated.

The property in (2) is exploited in [3] to obtaim @bject
signature and it is also used here to obtain aalidentifier.

3 Visual Identifier Algorithms

Invariance to shift and amplitude scaling can deeaed by
taking the Fourier transform of (2)

F(®) = Flxc(a-6)]

(3)
= kF[c(a-0)] 4)
= kexp'“® Flc(a)] 5)
and then considering the magnitude of (5)
[F(®)|= |k [c(a)] ©)

= [kF(®)|.
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(c) Circus function of (a) (d) Circus function of (b)
Figure 4 The circus function (c) for an image (al she
circus function for the same image rotated by Zhe
circus function is shift to the right by 46u/4).

(a) Original (b) Rotated 4%

(c) Difference between (a) and (b)

Figure 5. The binary identifier for an image (ajlds rotated
version (b). The difference between the identifisrshow
in (c). The identifier is 1D but has been mappe@adfor

presentation purposes only.

From (6) it can be seen that the original image #mel
modified image give equivalent descriptors excemt the
scaling facto/ .

A binary string is extracted by taking the sign thfe

difference between neighbouring coefficients,
_ [ 0|F(@)|-|F(w+D|<0
LIF ()|~ |F(w+D|>=0

w

for all w.

(®

The image identifier is then made up of these alue

B={b,...,.b}

Results are further improved by using differentnulirical
functionals to extract multiple component identieand
concatenating them to obtain complete identifiestaswn in
Figure 6.

3.1Image Identifier Extraction Algorithm

The identifier extraction can be split into twogsta, the first
is a pre-processing phase that helps to improvedinestness
of the identifier by removing possible artefactsedto

resampling when trace transform is computed.

Pre-processing
1. Resize original image, maintaining aspect ratio, tg
192xN or Nx192, where X 192.
2. Extract a circular region from the centre of the
resized image, the circle has a diameter of 192.
3. Filter the image with a Gaussian kernel of size.3x3

The second stage is the main part of the identifigraction.
The algorithm is presented here with one tracetfonal and
two diametrical functionals. More identifiers cam tound by
using multiple trace functionals and more diamatric
functionals.

Processing
1. Take the trace transform of the image using the
functional
jf(t)dt, (IF1)

i.e. integrating over all lines in the image.

2. Obtain the first two circus functions by applyirgpt
following diametrical functionals to the columns of
the 2D matrix resulting from step 1,

a. j|g(t)'|dt , (IF3)
where " denotes the gradient
b. max@(t)). (IF6)

3. Take the magnitude of the Fourier transform of the
two circus functions.

4. Binary strings from each circus function come from
taking the difference of neighbouring coefficients

c(w) = |F ()|~ |F (w+1)],
and then applying a threshold such that

{O,c(w) <0

19%2

w

1,c(w)>=0’
5. The identifier is made up of the first 64 bits from
each of the identifiers.
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Figure 6. Different combinations of Trace and diane
functionals are used to obtain multiple identifiefa).
Identifiers are then concatenated to form the fimahge
identifier (b).

3.2 Identifier Matching & Searching

To perform identifier

matching between two differen
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Figure 7 The independence of the identifier issiggin over
60,000 images (1.8x1@mage pairs).

Steps 1 and 2 are repeated until all bits have belected,
then the bit combination with lowest error can hesen.

identifiers B, andB,, both of lengthN, the normalised This procedure need only be performed once anasitieen

Hamming distance is taken

H(B,B) = Y BB,

N

(10)

verified that it is independent of the trainingakst used.

3.4 Complexity Analysis — Identifier Extraction

where [0 is the exclusive OR (XOR) operator. If thelhe Trace transform step dominates the computdtipthe

Hamming distanceH (B, B,) is less than some pre-define

threshold the images are classified as ‘matchinig’the
Hamming distance is above the threshold then tlegén are
classified as ‘different’.

3.3 Bit Selection

The lowest bits in the identifier are the most msthand the
higher bits provide the most discrimination. It teen found
that the best performance is obtained by using rafua
choice of the bits from the identifiers. An optiedi®©n
procedure is used on a test dataset to selectbése
performing bits. For an identifier of lengtth a binary mask

M =[mo,...,mn] is defined, wherem, D{O,]}, zero

indicates the bit is not selected (usedye that the
corresponding bit is used.

At the start of the proceduri®l = [O,... ,O] .
1. Fori=1,...N, setm =1

a. Find the distance H between all independent é&magd
between the modified images using the bit mdsk

b. Build a histogram of distances between the ieddpnt
images and a histogram of the distance between the
modified images.

c. Find the error rate using the two histograms

d. Setm =0
2. Find i, the bit that gives the lowest error rael set
m =1.

identifier extraction and is of order RIR) for an NxM
mage sampled R angles.

The current implementation of the identifier extrae
process takes approximately 0.16 seconds on a Z ekl
Xeon processor.

Since the significant cost of the algorithm is omputing the
Trace transform, extracting multiple circus funosoadds
very little additional cost.

3.5 Complexity Analysis — Matching/Searching

The matching algorithm uses the Hamming distancé¢hef
two identifiers, this can be calculated using apténXOR
operation and then summing the bits and is thezedbrorder
O(N), whereN is the number of bit in the identifier.

The current implementation can compare over 4 onilli
image pairs per second on a 3.6 GHz Intel Xeongzsar.

4 Experimental Results

The increasing size of image databases, even fasucoer
applications, means that the false acceptance maig be
kept low to avoid returning large numbers of erme
matches.

Results are firstly presented at the equal erray, that is the
point at which the false negatives and false passtiare
equal. Further results are then presented for ¢ pt which
false positives are below one part per million (BPM



the results are significantly improved by combinihg two
identifiers.

IF1IF3 IF1IF6 IFLIF3 &
IF1IF6
Blur 3 99.23% 99.44% 99.89%
Blur 5 98.44% 98.96% 99.73%
Bright +5% 99.66% 98.81% 99.84%
Bright +10% 99.25% 96.51% 99.45%
Bright +20% 97.15% 89.37% 98.02%
(d) Brightness (e) Gaussian (f) Colour Flip 98.22% 97.00% 99.00%
Noise Reduction | JPEG 95% 99.99% 100.009 99.99%
JPEG 80% 99.66% 99.61% 99.94%
JPEG 65% 99.27% 99.06% 99.73%
Rotate 10 96.59% 94.61% 97.98%
Rotate 25 96.85% 94.89% 98.08%
Ale P Rotate 45 96.98% 94.71% 98.22%
Scale 50% 94.87% 94.82% 97.28%
(9) Rotation 28 (h) Rotation 96 Scale 70% 97.15%| __ 96.96% 98.46%
Figure 8 Examples of common image modifications tha | scz1e 90% 96.83% 96.62% 98.23%
identifier is robust to. Mean 98.01%| _ 96.76% 98.92%
Results are presented for identifiers based on use of Figure 9 Detection rate under different modificatiat the
functional (IF1) in the Trace transform and (IFBHgIF6) as equal error rate.
the diametrical functionals as described in Sec3idn
4.1 Independence 4.3 1 Part per Million False Acceptance Rate
' . : : - Results are presented in Figure 10 for the detectite when
The first stage in evaluating the results is toestigate the " o
independence of the identifier for pairs of difigrénages. In Fge fgflge positives are I.$SS than 11;)5:\\/'/' ;’he bembrﬁtulltlple
these experiments over 60,000 images are usedgtfis in dentifiers Is more significant at than at eial error
1.8x10 image pairs. Figure 7 shows the distribution Spte:
similarity values for all image pairs using IF1IB3IF1IF6
combined. Based on this distribution, one can sek IF1IF3 IF1IFG IF1IF3 &
similarity threshold corresponding to the requifalde-alarm IF1IF6
rate; for example a threshold of 0.26 corresponds error| Blur 3 44.65% 91.89% 98.94%
per million comparisons. Blur 5 18.13% 80.91% 95.44%
Bright +5% 93.03% 93.34% 99.19%
4.2 Equal Error Rate Bright +10% 85.50% 79.59% 95.74%
) - Bright +20% 62.96% 52.18% 82.61%
To test the performance of the identifier a set4gd00 Flip 52.36% 66.94% 92.52%
original images are used. Each image is modified in[3»EG 9505 100.00% 100.009 100.00d6
different ways to create a dataset of 4,000x16 &84 BPEG 80% 87.45% 97 36% 9952
(=64,000). Some example image modifications arevehin IPEG 65% 77.84% 03.76% 98.73%
Figure 8 A_II resylts are presented in terms of die¢ection Rotate 10 33.19% 58.65% 87.17%
rate, which is defined as Rotate 25 20.56%|  56.77% 87.63%
Rotate 45 24.72% 53.12% 87.25%
100xi , (11) Scale 50% 15.67% 45.59% 77.99%
A Scale 70% 31.97% 63.41% 89.73%
Scale 90% 30.17% 58.77% 88.67%
whereA is the total number of images aad the number of | Mean 52.48% 72.82% 92.08%

images correctly identified as matching.

Figure 9 presents the detection rate results whenfdlse

Figure 10 Detection rate under different modifioas at the
point of one false detection per million.

positive and false negative rates are equal. Itbeageen that 5 Conclusions



A new image identifier has been presented thatased on
the Trace transform. Multiple component identifiease
extracted and combined to significantly boost pentance.
The experimental results on very large databaseodstrate
that this approach achives excellent robustnessnamy
common image processing manipulations, while kegfitse
alarm rate low. The new identifier has reasonaliteaetion
complexity and allows extremely fast image matching

Future work will investigate improving the robusiseat a
false acceptance rate of one in a million and lowéork will

also be carried out to improve the robustness tdifications
such as cropping.
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